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1. Executive Summary

An Garda Siochana became subject to the provisions of the Data Protection Act 2018 and the General
Data Protection Regulation (GDPR) on 25th May 2018, and the Garda National Data Protection Unit
(GNDPU) was established in 2018. When processing personal data for law enforcement purposes, An
Garda Siochéna is subject to the provisions of Part 5 of the Data Protection Act 2018, which transposed
the Law Enforcement Directive (LED, EU 2016/680) into national law. Processing for other purposes is
carried out under the GDPR.

Both the LED and GDPR significantly expanded upon the existing rights of data subjects and the
responsibilities of data controllers such as An Garda Siochdna when processing personal data. Under
data protection legislation data controllers must appoint a Data Protection Officer (DPO) to inform and
advise the controller and the employees of the controller of their obligations under data protection
legislation.

In July 2019 the Policing Authority approved 17 new posts in the Data Protection Unit (DPU) to support
the newly appointed DPO. The Data Protection Unit’s functions include:

e Managing subject access requests (SARs) on behalf of An Garda Siochdna (approximately 7,000
requests per annum, of which approximately 500 per annum involve requests for specific
personal data such as witness statements, personnel files or CCTV footage);

e Liaison with the Data Protection Commission (DPC) on complaint cases lodged by data
subjects, data breaches, investigations, audits and inquiries;

e  Assistance to other business areas in An Garda Siochana to investigate and address instances
of data breaches;

e Assistance and advice to other business areas in An Garda Siochdna with data protection
queries, including the development of data sharing agreements with data controllers and data
processors;

e Assistance and advice to other business areas in An Garda Siochana with conducting Data
Protection Impact Assessments (DPIAs), including management of the consultation processes
with the DPC where required under legislation or recommended by the DPO;

e Data protection policy development, and engagement with business areas across An Garda
Siochéna to raise awareness and provide training;

e Evaluations and audits to assess compliance of individual business areas with data protection
legislation and identify and address issues.

1.1 Summary of Findings

The audit findings are detailed in the main body of this report and key findings are summarised below.

e GNDPU currently has no portal page to provide data protection information within the
organisation.

e The DPO has informed GIAS that he does not have adequate resources to perform his
functions, as required under the Data Protection Act 2018.

e No comprehensive data protection training has been provided to all employees in the wider
organisation.




1.2 Audit Assurance Level

The overall assessment of the control environment is considered by the auditors to be ‘Limited’ due to
the lack of relevant data protection policies and the lack of internal support available and public
information provided.

4 0 4
Medium 2 0 2
0 0 0
Total 6 0 6

1.3 Acknowledgements and Limitations

Garda Internal Audit Service (GIAS) would like to thank management in the GNDPU for all their
assistance throughout the course of this audit.

The contents of this report should be considered in the context of the following:

e Findings are based on information provided by the GNDPU.

e The findings and associated risks identified are not exhaustive and no assurance is provided
that additional risks do not exist.

e Findings are based on point in time review for the year 2021.



2. Terms of Reference

2.1 Audit Objective

This audit aims to review progress on the establishment of the GNDPU, evaluate the adequacy of
resourcing and training of staff in the unit to perform its functions and provide adequate support to An
Garda Siochana with data protection issues and compliance.

2.2 Audit Scope and Methodology

This audit is an ‘as is’ examination of progress on the establishment of the Garda National Data
Protection Unit (GNDPU).

GIAS examined the following areas

e Adequacy of staffing resources:

e  Structure of the Unit:

e Training:

e  Functions:

e Engagement with the organisation and its stakeholders

GIAS interviewed management and examined the processes and controls in place for completing the
unit’s functions. This was conducted through walkthroughs examining subject area requests, data
breaches, complaints and CCTV redactions. GIAS also reviewed documentation provided by the
management of GNDPU.

The audit also examined the unit’s capacity to provide adequate support to An Garda Siochana to
inform and advise employees of their obligations under data protection legislation.

2.3 Reporting Arrangements
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